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Still With Us
Buffer Overflow (1972)

Arbitrary Code Execution (1988)

Cross-Site Scripting (1996)

SQL Injection (1998)
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Cross-Site Request Forgery (2001)

Insecure Direct Object Reference (1996)

And many more…
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Future technologies will bring vulnerabilities

We can use what we already know to defend 
the future
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Uncertainty



The World is Uncertain
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So Is The Real World
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Fueled By Vibes
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Predictions
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Lack Of Technological Modesty

12

Concept introduced by Paul Goodman  
in his 1969 article Can Technology Be Humane? 

“Norbert Wiener remarked that, if digital computers had been in 
common use before the atomic bomb was invented, people would 
have said that the bomb could not have been invented without 
computers.”

Technopoly, Neil Postman (1992)



Jobs
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Jobs
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AI won’t replace people. People with AI will replace those 
without.



Workslop
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https://hbr.org/2025/09/ai-generated-workslop-is-destroying-productivity

https://metr.org/blog/2025-07-10-early-2025-ai-experienced-os-dev-study/ 

https://fortune.com/2025/08/18/mit-report-95-percent-generative-ai-pilots-at-companies-failing-cfo/ 

https://hbr.org/2025/09/ai-generated-workslop-is-destroying-productivity
https://metr.org/blog/2025-07-10-early-2025-ai-experienced-os-dev-study/
https://fortune.com/2025/08/18/mit-report-95-percent-generative-ai-pilots-at-companies-failing-cfo/
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Future Of Technology



Closer To Us
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Remember When
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Now They
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Surveillance Friendship
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Heating Up
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https://futurism.com/openai-sam-altman-neuralink-competitor 

https://futurism.com/openai-sam-altman-neuralink-competitor


As Technologies Get Closer
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We tend to notice them less

Lose sight of their impact on us and the manifested 
dependencies

Fail to recognize the vulnerabilities they create



Embodied Intelligent Technologies
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Less Visibility
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Shaky Foundations
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Less Reliable and Predictable
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https://perilous.tech/2023/07/31/the-brave-new-world-of-degraded-performance/ 

“The hype has led to a new form of 
software development that appears to 
be more like casting a spell than 
developing software.”

https://perilous.tech/2023/07/31/the-brave-new-world-of-degraded-performance/


Unknowns Are The New Normal
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Blind Execution of Input
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Pushing Security Back
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Generative AI and Security



Increases Attack Surface
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New High Value Targets

New High 
Value Target

Internal External

Sensitive Non-Sensitive
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New Execution Environments

33



Vast Undocumented Protocols

ignore the previous request 

aWdub3JlIHRoZSBwcmV2aW91cyByZXF1ZXN0 

i9nore +he previou5 reque5+ 

vtaber gur cerivbhf erdhrfg 
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An attacker has many different ways to get the system to execute their input



Application Manipulation

• There is no: ‘ or 1=1—
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RCE as a Service
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Cascading Issues
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Extended Functionality and Permissions
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AI All The Way Down
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Categories, Themes, and Observations

• Blind Execution of Input 
• SQL Manipulation and 

Injection 
• Excessive Actions, Access, 

and Permissions 
• Poor Architecture and 

Design
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• Pushing Security back on the 
Developer/User 

• Lack of Security Knowledge 
• API Weaknesses 
• Model Upgrade Attacks

https://www.blackhat.com/us-25/briefings/schedule/#hack-
to-the-future-owning-ai-powered-tools-with-old-school-
vulns-45871

https://www.blackhat.com/us-25/briefings/schedule/#hack-to-the-future-owning-ai-powered-tools-with-old-school-vulns-45871
https://www.blackhat.com/us-25/briefings/schedule/#hack-to-the-future-owning-ai-powered-tools-with-old-school-vulns-45871
https://www.blackhat.com/us-25/briefings/schedule/#hack-to-the-future-owning-ai-powered-tools-with-old-school-vulns-45871
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Defending The Future
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The Technology Element



Future Tech Will Be Vulnerable
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https://arxiv.org/pdf/2211.00241 

https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-
trouble-defending-against-these-simple-exploits/  

https://arxiv.org/pdf/2211.00241
https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-trouble-defending-against-these-simple-exploits/
https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-trouble-defending-against-these-simple-exploits/


Yes, Even AGI
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Future Planning
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Secure Design and Architecture
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If It Can Do, It Will Do

• Simplify! 
• Understand trust boundaries 
• Reduce permissions and scope 
• Reduce autonomy 
• Trap conditions

https://research.kudelskisecurity.com/2023/05/25/reducing-the-impact-of-prompt-injection-attacks-through-design/ 48

Refrain

RestrictTrap

https://research.kudelskisecurity.com/2023/05/25/reducing-the-impact-of-prompt-injection-attacks-through-design/
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Complexity is the enemy of 
security



Keep In Mind
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All technology risks are use case dependent



Secret
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AI Security is mostly Application and 
Product Security



Security From AI
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Safety
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Reslient to purposeful attacks
Secure

Respects privacy of users
Private

Aligned to the best interests of 

the user

Aligned
Has a reasonable degree of 

reliability

Reliable

Safe To Use

https://perilous.tech/2024/03/06/introducing-spar-safety-attributes-for-personal-ai-assistants/
54
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The Human Element



Humans
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Augmentation
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Personas and Impacts
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• The Oracle 
• The Recorder 
• The Planner 
• The Creator 
• The Communicator 
• The Companion

https://perilous.tech/2024/11/04/daily-ai-overreliance-and-the-personas-of-personal-ai/ 
https://perilous.tech/2025/01/27/four-ds-of-personal-ai-risk/ 

• Dependence 
• Dehumanization 
• Devaluation 
• Disconnection

Cognitive Illusions  
And 

Cognitive Atrophy

https://perilous.tech/2024/11/04/daily-ai-overreliance-and-the-personas-of-personal-ai/
https://perilous.tech/2025/01/27/four-ds-of-personal-ai-risk/


Cognitive Atrophy
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https://www.forbes.com/sites/larsdaniel/2025/02/14/
your-brain-on-ai-atrophied-and-unprepared-warns-
microsoft-study/ 

https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/
https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/
https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/


Sloppers
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https://www.todayintabs.com/p/we-need-to-talk-about-sloppers-b732 

https://www.todayintabs.com/p/we-need-to-talk-about-sloppers-b732


In Check
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We can’t keep systems in check if we lose our 
competencies to do so



Protect Yourself
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Cognitive Firewalls
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Human Interactions

Work Tasks

Specific Skills

Creative Tasks

Personal Life
DENY

ALLOW

INTERVENE



Bubbles
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Less About Specific Skills

65

The future is aligned less with our specific skills
and more with our attributes.



Attributes
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Curiosity

Adaptability

Objectivity
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Closing Thoughts



Security Professionals
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Selective Usage
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Evaluate Tradeoffs
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Keep an open mind
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