\

V i:ﬁj ;sél

f ~\\\\\\\\\\\\

::vvvvv.

\\\A

\\\

Y

)

Presented By

KUDELSKI

SECURITY ‘@ | RESE




Nathan Hamiel

Senior Director of Research

Security of Emerging Technologies
International Public Speaker

Black Hat Review Board Member
Track Lead: Al, ML, and Data Science

@nathanhamiel

@nhamiel@infosec.exchange

https://perilous.tech

2ERILOUS
KUDELSKI g8y = SEARCH TEGH


https://perilous.tech




=! Minesweeper -
Game Help

-

I

=
e NNNe

- %%
L %
& &

RS

Version 3.1

Copyright © Microsoft Corporation 1985-1992.
&ll Rights Rezerved .

KUDELSKI 2% RESEARCH



Still With Us

And many more...
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Uncertainty




The World is Uncertain
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.  rfsingulanty - 2 days ago
» O lustriousTes % Top 1% Poster

Top Al key figures and their predicted AGI timelines

Al

® ®
Ben Averbook &
Predictions =

The timeline that changes everything:

Superintelligent Al by 2026-2027.

AGI Timeline 2 et

N @tsarnick But that's their conservative estimate; internal data suggests even

Elon Musk says Al is improving at the rate of at least 10x per year and will RORNCL

be able ta do anything a human can do in a year or two and be equal to
And they just revealed the 5 signs we're closer than anyone thought:

Sam Altman Elon Musk Dario Amodei  Ray Kurzweil Geoffrey Hinton  Demis Hassabis the Intelligence of all humans combined 3 years after that
| T -
@tsarnick
2024 2029
2026 2029 2030

‘ Anthropic's CEO says that in 3 to 6 months, Al will be
et writing 90% of the code software developers were in
Sam Altman says “we charge of
are now confident we . By Kvian Wel Kevin Tan

10 times better per

know how to build AGI”

The race ta replace human warkars continues in Big Tech, but not
everyone is convineed itwill happen so soon.

~ 1:00

BEMN! ED'WARDS - JAN 6, 20251218 PM | . i

. ( ™\ Tsarathustra &
= Sam Altrnan spealk -« g
summit2024atla = @tsarnick

New York Cty. Credl

Ex-Google CEO Eric Schmidt says in 5 years, Al systems will be able to
write and improve on their own code leading to recursive self-

gl'i'(?l'l%f]"(\; @| RESEARCH improvement and humans are not ready




Lack Of Technological Modesty

Concept introduced by Paul Goodman
in his 1969 article Can Technology Be Humane?

“Norbert Wiener remarked that, if digital computers had been in
common use before the atomic bomb was invented, people would
have said that the bomb could not have been invented without
computers.”

KUDELS @ RESFARCH Technopoly, Neil Postman (1992)
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Jobs

2\ Won’t%e people. People with
without.
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Workslop

Al-Generated “Workslop”
Is Destroying Productivity

by Kate Niederhoffer, Gabriella Rosen Kellerman, Angela Lee, Alex

Liebscher, Kristina Rapuano and Jeffrey T. Hancock Measu ring the |mpaCt Of Ea rly-2025 Al on
September 22, 2025, Updated September 25, 2025 Experienced open_SOu rce Developer
Productivity

Core Result

https://hbr.org/2025/09/ai-generated-workslop-is-destroying-productivity

When developers are allowed to use Al tools, they take 19% longer to complete issues

. o7
MIT l‘CpOI’t. 95% of —a significant slowdown that goes against developer beliefs and expert forecasts. This
generatlve Al pllOtS at gap between perception and reality is striking: developers expected Al to speed them
companies are falllng up by 24%, and even after experiencing the slowdown, they still believed Al had sped

them up by 20%.

BY SHERYL ESTRADA
PF SENIDR WRITER AND AUTHOR OF CFO DAILY

Augus 025 0654 AMEDT https://metr.org/blog/2025-07-10-early-2025-ai-experienced-os-dev-study/

https://fortune.com/2025/08/18/mit-report-95-percent-generative-ai-pilots-at-companies-failing-cfo/ 15
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Remember When
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Surveillance Friendship

Artificialintelligence ( + AddtomyFT )

OpenAl and Jony Ive grapple with technical
1ssues on secretive Al device

w | . ' _ | | - ChatGPT maker is working with former Apple design boss to launch a palm-sized
I ntrOd UC' ng 2 - personal assistant next year
2] I~ : ‘ R
gealbd dc _friend

Your new roommate is
waiting.

Wanna greb food
or Keep exploring?

Jonylve, left, and Sam Altman © FT montag2/Getty/Winni Wintermeyer

KUDELSKI g | = A (L
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Heating Up

OpenAl and Sam Altman Are Reportedly Working on a Neuralink Competitor

The war between Sam Altman and Elon Musk is really heating up.

By Noor Al-Sibai [ Published Aug 13,2025 4:53 PM EDT

e

e
-
-
@

SecuriTY ‘@ RESEARCH https://futurism.com/openai-sam-altman-neuralink-competitor

Image: Andrew Hamik / Kevin Dietsch / Getty / Futurism
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https://futurism.com/openai-sam-altman-neuralink-competitor

As Technologies Get Closer

22
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Embodied Intelligent Technologies
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Less Reliable and Predictable

o
\
r < & \\ . _ “The hype has led to a new form of
5= " — "
N NN~ = software development that appears to

be more like casting a spell than
developing software.”

THE BRAVE NEW WORLD OF
DEGRADED PERFORMANCE

& NATHAN HAMIEL

KUDELSKI

SECURITY ‘@ 1CSE/ https://perilous.tech/2023/07/31/the-brave-new-world-of-degraded-performance/

20


https://perilous.tech/2023/07/31/the-brave-new-world-of-degraded-performance/

Unknowns Are The New Normal
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Blind Execution of Input

PLOTLY_PROMPT = """You are a proficient Python developer with expertise in the Plotly
library. Your objective is to generate Python code to create a BEAUTIFUL chart
based on the query using the provided Pandas dataframe.

You can create any chart you want.

### QUERY:
{query}

### DATAFRAME:
{df}

### INSTRUCTIONS: 1. Create a function called 'get_chart'. 2. Begin by importing the
Plotly, and Decimal if needed). 3. Utilize the 'plotly.graph_objects' library if the
than 2 columns to showcase multi bar plots. Otherwise, utilize the 'plotly.express'

prompt = PLOTLY_PROMPT.format(query=query), df=data)
result = self.llm.invoke(prompt)

plotly_code = self.__extract_plotly_code(result)
fig = self.__execute_plotly_code(plotly_code, data)

exec(plotly_code, globals(), _locals)

28
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Pushing Security Back

29



KUDELSK @\ RESEARCH



KUDELSKI
SECURITY

e
. I.o
s ®
. ..

@ RESEARCH

R ey
P B s AN W ._--_w,é;,

ot

o-i.,..‘

Increases Attack Surface

. W e

>y

e . . L

ey PP

.
.‘ »
% * Rt “e .. °e
- R v Ve ™ s .
(U N . ‘ N |
o q ’~, : 0“"¢~ a - . “®
] . 1 4 i e - [

31



New High Value Targets
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New Execution Environments
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Vast Undocumented Protocols

ignore the previous request
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i9nore +he previou5 reque5+

vtaber gur cerivbht erdhrfg

An attacker has many different ways to get the system to execute their input

34
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Application Manipulation

* Thereisno:'or 1=1—

SOCIAL ENGINEERING SPECIALIST PROMPT INJECTION SPECIALIST

because there is no patch for because there Is no patch for
human stupidity application stupidity

KUDELSKI % O A D 35
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RCE as a Service

Request for code

Response con‘toﬁn?ng code

AI-Powered

Applicati
pprcatien Execution of generateo( code

Ap phcation
Output
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Al All The Way Down
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Categories, Themes, and Observations

» Blind Execution of Input » Pushing Security back on the
+ SQL Manipulation and Developer/User
Injection » Lack of Security Knowledge
» EXxcessive Actions, Access, » APl Weaknesses
and Permissions + Model Upgrade Attacks
» Poor Architecture and ——

Design

https://www.blackhat.com/us-25/briefings/schedule/#hack-
to-the-future-owning-ai-powered-tools-with-old-school-
vulns-4587/1

KUDELSKI @8 | 5= A >
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https://www.blackhat.com/us-25/briefings/schedule/#hack-to-the-future-owning-ai-powered-tools-with-old-school-vulns-45871
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Future Tech Will Be Vulner “Superhuman” Go Als still have trouble
defending against these simple exploits

Plugging up "worst-case" algorithmic holes is proving more difficult than expected.

KYLE ORLAND -JUL 12, 2024 4:20 PM

Adversarial Policies Beat Superhuman Go Als *
Tony T Wang "' Adam Gleave " *° 'lom Tseng® Kellin Pelrine’* Nora Belrose® Joseph Miller’ ;\

Michael D Dennis® Yawen Duan? Viktor Pogrebniak Sergey Levine’? Stuart Russell’

https://arxiv.org/pdf/2211.00241 >

https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-
trouble-defending-against-these-simple-exploits/

KUDELSKI & \
Securty ‘@ RESEARCH

-+ Man vs. machine in a sea of stones. credit: Getty Images


https://arxiv.org/pdf/2211.00241
https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-trouble-defending-against-these-simple-exploits/
https://arstechnica.com/ai/2024/07/superhuman-go-ais-still-have-trouble-defending-against-these-simple-exploits/
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Secure Design and Architecture
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If It Can Do, It Will Do

» Simplify! _ i

: Refrain
» Understand trust boundaries . ’
* Reduce permissions and scope / \
* Reduce autonomy Trap € Restrict

* Trap conditions

https.//research.kudelskisecurity.com/2023/05/25/reducing-the-impact-of-prompt-injection-attacks-through-design/
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Keep In Mind
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Security From Al
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Safe To Use

po Po P2 Pm

Secure Private Alignhed Reliable
Reslient to purposeful attacks Respects privacy of users Aligned to the best interests of Has a reasonable degree of
the user reliability

@ RESEARCH https://perilous.tech/2024/03/06/introducing-spar-safety-attributes-for-personal-ai-assistants/

54
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Personas and Impacts

-~ .-

https://perilous.tech/2024/11/04/daily-ai-overreliance-and-the-personas-of-personal-ai/
scurrry ‘@ RCSEARCH  https://perilous.tech/2025/01/27/four-ds-of-personal-ai-risk/



https://perilous.tech/2024/11/04/daily-ai-overreliance-and-the-personas-of-personal-ai/
https://perilous.tech/2025/01/27/four-ds-of-personal-ai-risk/

Your Brain On Al: ‘Atrophied And Unprepared

By Lars Daniel. Co-tributor. @ Lars Daniel covers dig tal evidence and...

M hlished Teh 14, 2075 01:23rm F5T, pdated Teh 14, 2025 04 -41pm F=7

Medical v aceora.e llustration ol e brain

GLTTY

“ Follow

{5 Add Us Cn Gooy

O

Cognitive Atrophy

hesam £ ¢

"l use Al in a separate window. | don't enjoy Cursor or Windsurf, | can

literally feel competence draining out of my fingers."

@dhh, the legendary programmer and creator of Ruby on Rails has them
beautiful and philosophical idea about what Al takes away from

programmers.

3:23

https://www.forbes.com/sites/larsdaniel/2025/02/14/

your-brain-on-ai-atrophied-and-unprepared-warns-

microsoft-study/

KUDELSKI
SECURITY

@ RESEARCH

vitrupo & @vitruj | ,
Niall Ferguson says giving students under 25 unfettered access to ChatGPT
will just make them dumber.

He says the damage is already done: worse than smartphones, worse than
COVID, in under 2.5 years.

“This is the worst thing to happen to the human brain, aside from very
dangerous drugs, in my lifetime.”

/ A, -

L
-

You willljustibe dumber.

g J A


https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/
https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/
https://www.forbes.com/sites/larsdaniel/2025/02/14/your-brain-on-ai-atrophied-and-unprepared-warns-microsoft-study/
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Sloppers

We Need To Talk About Sloppers

The best ever death metal bot out of Denton

6,/ Rusty Foster

July 25, 2025

The best new word of 2025 dropped yesterday, canonically attributed to Tiktok poster
@intrnetbf's friend Monica, and that word is: “Slopper.”

6

Slopper (n.): “A person who uses ChatGPT to do
everything for them.”

https.//www.todayintabs.com/p/we-need-to-talk-about-sloppers-b732

60
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Cognitive Firewalls

Human Interactions

Work Tasks

ALLOW
Specific Skills

Creative Tasks

Personal Life

INTERVENE

KUDELSKI g2 RESEARCH



KUDELSKI
SECURITY

@ RESEARCH

64



Less About Specific Skills
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Attributes
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Security Professionals
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Selective Usage
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Evaluate Tradeoffs
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